Abstract
INTRODUCTION
Wireless communication networks have become popular and are also expected to gain more popularity in the future. This is due to its primary feature of rapid generation and destruction capability. Thus MANETS can be generated at a very fast rate and can also be destroyed easily after its use. Thus the dependence on MANET has been increased drastically. The applications for MANET include in business environment for a collaborative task, crisis management which include emergency, disaster or in military application. MANETs are also used in PAN(personal area networking). Such network does not depend in centralized or organized functioning.
A MANET is an independent and intelligent collection of mobile nodes which communicate with each other through radio waves via bidirectional links. As the nodes are mobile there is no fixed topology for these networks. The shape and size of the network keeps on varying with time. Similarly the decentralized characteristics of the network imparts the routing functionality such as route discovery is imparted on every nodes. And thus each node is responsible for its own transmission. There is no central node to take care of the detection and avoidance of the malicious node. MANET's are temporary networks with self-organizing and self reconfiguring capability. The highly dynamic characteristics of nodes in these networks makes it difficult to design a suitable network protocol for such networks. MANET's usually span across a fixed communication range. Each node must also be able to access and communicate with all the nodes within this communication range. This necessity adds more complexity since position of the nodes are not fixed and thus the connectivity pattern also becomes dynamic. MANETs require efficient distributed algorithms to determine network organization, link scheduling, and routing. Usually in static networks optimal route from source to destination was determined by finding the shortest route between them. But this concept is not applicable for MANET's.
Issues such as changing and fading wireless link quality and topology, propagation path loss, multiuser interference, power constraints are the other critical factors which makes the design of routing problems more complex. MANETS relies on wireless transmission for message transmission. Hence the transmission of packet across the network must be made secured so that the contents of the packet are not revealed to an external node. This helps in preserving the privacy of the nodes.
The attacks in MANET can be classified into two types namely passive attacks and active attacks. Passive attacks are attacks which does not alter the contents in data packets. Some Examples of passive attacks include traffic analysis and eavesdropping attacks. Such attacks listen/monitor the conversation between source and destination nodes. Active attacks are those attacks which alter the data packets being sent by the source. As a result the data packets may be manipulated before it reaches the destination Some examples of active attacks include selfish node attacks, black-hole attack, forged acknowledgment attacks. Selfish node attacks the attacking nodes uses its resources for the its own transmission of packets. The selfish node may accept the packet from another node and ignores its transmission. Hence selfish nodes does not forward the packets if that particular transmission is of no use to the attacking nodes. In forged acknowledgment attack an intermediate node may manipulate the original acknowledgment packet send by the destination and forges a new acknowledgment. This acknowledgment packets are forwarded to the sender. The sender may fail to determine that the acknowledgment received was not the original acknowledgment being send by the destination node. Blackhole (packet dropping)attack is one of the types of packet drooping attack. Here the router drops all the packet that it receives instead of forwarding it.
The identities or intensions of the Mobile devices cannot be predetermined or verified. The cooperation among the nodes in the network is a main concern to maintain the But there are certain nodes which refuses to cooperate by not forwarding packets to the other nodes and thus it preserves its resources from getting exhausted. The other factors that increased the complexity of a secure data transmission across the wireless networks include the dynamic nature of the nodes, limited power, and limited availability of resources. Thus integrity can be preserved only if the nodes cooperate with each other.
EXISTING SYSTEM
In [3] , Lidong Zhou and Zygmunt J. has discussed the attacks, threats in an ad hoc network. It also specifies the goals which to be attained to maintain the security in the network..The challenges, shortcomings and opportunities of this new networking environment are identified and explored to design a new approache to secure its communication. Also it takes advantage of the inherent repeatation in ad-hoc networks and multi-route existence between any pair of nodes in the network to prevent routing against denial-of-service attacks. This redundancy and multiroute existence can also be used to tolerate against the Byzantine failure..A secure and easily available key exchange schemes are developed by including replication and new cryptographic schemes, such as threshold cryptography. But the focus is mainly on two issues, ie how to secure routing and on how to establish a secure key management scheme in an ad hoc networking environment. Security goals can be achieved only by satisfying these two issues. More work are to be done to include these security schemes in an ad hoc networking environment and to investigate the impact of these scheme and performance of the network on its inclusion.
Generally each nodes in the MANET assumes that all other nodes cooperate in forwarding data and hence considers them trustworthy. This provides attackers with the opportunity to attack the network by just compromising two or three nodes within the MANET. Thus the attack will be generated internally within the MANET. To overcome this problem an highly efficient IDS must be included within the MANET's thus enhancing the security. If MANET are made capable to detect the attackers as soon as they enter the network, then it is possible to completely eliminate the cost of destruction generated by the compromised nodes to the network. IDSs are considered as the second layer in MANETs, and hence this benefits the existing proactive approaches. A number of intrusion detection schemes were developed for secure routing. Many of the intrusion detection scheme depends on acknowledgment send by the destination to the source node. The normal end to end acknowledgment scheme(ACK) sends a packet from source to destination. Once the packet reaches the destination, the destination node are required to send back acknowledgment to the source node in the reverse direction of the same route through which it reached the destination node. But if the acknowledgment is not received by the source within a predefined period then it is possible to conclude that some misbehaving activity occurs in the network. But this scheme was not able to detect intrusions in the precense of forged acknowledgment and false misbehavior report. Also this scheme generates a high network overhead.
A number of intrusion detection schemes are based on acknowledgments such as TWOACK, 2ACK, SACK , EAACK etc.
1. WATCHDOG [8] : It was designed to detect and avoid the malicious(misbehaving) nodes in the network. This detection was done by listening to the next hop's data transmission. If the node was found not transmitting the packet that was sent then a counter value was incremented. When the counter value exceeds a certain threshold value the misbehaving node will be excluded in the future transmission of the network. Here end to end delay increases. Also even if the node was found misbehaving this scheme takes some time to exclude it from future transmission until the counter reaches the threshold value. During this time the misbehaving node can incooperate serious damages to the network. 2. TWOACK [10] : In order to overcome the drawbacks in watchdog, a new scheme was proposed that is TWOACK. This scheme overcome two problems of Watchdog scheme ie the receiver collision and limited transmission power. TWOACK scheme is designed to detect misbehaving links rather than misbehaving nodes.This is done by acknowledging every data packet which has transmitted over three consecutive nodes along the path from the sender node to the receiver node.Since the acknowledgments are transmitted after every two hop transmission it significantly increases the routing overhead and end to end delay.
AACK [4]:
It is similar to TWOACK, AACK is an acknowledgment-based network layer scheme which can be considered as a combination of a scheme called TACK (identical to TWOACK) and an endto-end acknowledgment scheme called ACKnowledge (ACK). It can significantly reduce overhead when compared with TWOACK. 4. EAACK [11] : is an efficient intrusion detection scheme designed for MANET's which is capable of detecting false misbehavior report, receiver collision and can resolve limited transmission power problem.
PROBLEM DEFINITION
MANET's have a distributed architecture and changing (dynamic) topology. Hence many of the traditional intrusion detection schemes which were developed for wireless network is not feasible for MANET's. So it is important to develop an intrusion-detection system (IDS) which is designed specifically for MANETs. Many of the existing intrusion detection schemes in MANET encounters a very high end to end delay.Here, the main aim is to develop an efficient intrusion-detection mechanism which generates a very low end to end delay and at the same time by improving the packet delivery ratio.
SCHEME DESCRIPTION
In MANET each node can act as a sender and as a receiver. The proposed scheme includes a security checking module in each node ,so that the node that act as sender initiates a security checking process. Once the security checking process is initiated, each node in MANET is responsible to discover a valid route to the destination. This security checking's done during the route discovery phase. Thus the valid route to the destination by excluding the malicious node is determined before the actual data transmission phase begins. This provides more security to the data transmission in MANET's. The proposed scheme thus significantly reduces the end to end delay and also improves the packet delivery ratio. This scheme is mainly designed for military based application were the communication range is limited.
Initialy a single node act as a leader node which is responsible for broadcasting the group id value to all the nodes in the communication range. The leader node is dynamically changed. Hence no fixed node act as a leader node for all the communication. Leader node keeps on changing for each communication. Thus it prevents adversary from learning the location of leader node. Distribution of group id allows only those nodes with valid groupid to take part in the communication. The route request packets send by the source can be read only by the nodes which have the correct group id value. This happens since the route request is being encrypted using the senders private key and then appended with the group id. So only if the group id matches the intermediate nodes are allowed to decrypt the received packet. In this way the valid route to the destination is determined by avoiding the malicious node. Further transmission of data packets are done by hashing (SHA 1) and RSA encryption. The security in MANETs is defined as a combination of schemes and systems which can ensure integrity ,confidentiality, availability ,authentication and nonrepudiation [1] .Digital signature is a widely used approach to ensure integrity, nonrepudiation and authentication of MANETs.
Digital signature can be considered as a string value, which appends a digital message with the source entity, else it may associate an electronic analog value of a written signature [14] . [14] .
RSA encryption is used in this proposed scheme.RSA (Rivest Shamir Adlemn) [15] algorithm is the most widely accepted and implemented approach to public key encryption. In this scheme plaintext and ciphertext are block ciphers of size between 0 and n-1 for some integer n. The size of n is about 1024bits.The encryption and decryption in RSA can be briefly explained as below:For some plaintext A and ciphertext B:
Here the value of n is known to both the sender and receiver, But the value of e is known only to the sender and the receiver only knows the value of d. The detailed description of RSA algorithm can be found in [18].
Simulation Scenarios
The proposed scheme was simulated on 2 scenarios as follows: Scenario 1: In this scenario ,a basic packet dropping attack was simulated. Here the malicious node drops all the packet it receives.The purpose of this scenario is to test the ability ofthe proposed scheme to detect the malicious node before it starts attacking the network. Scenario 2: In this scenario the proposed scheme was compared against the existing EAACK scheme.The performance of the two IDS was compared based on the following metrics: 1. Packet delivery ratio:is the ratio of the packets receved in the destination to the packets send by the source. 2. Routing overhead:is the overhead incurred by the routing protocols during the route discovery process. 3. End-to-end delay: is the time taken by a packet to reach the destination from the source.
_______________________________________________________________________________________
The performance of the proposed scheme was then studied by varying the percentage of malicious node in the network.
Simulation Configuration
The simulation was conducted using Network Simulator 2.34(NS 2.34) environment on a platform with GCC 4.3 and Ubuntu 10.10.This system was executed on a laptop with Core i3 CPU and 8GB RAM.NS2.34 was chosen as the simulation tool for its flexibility and better simulation capability. The default configuration in NS2.34 include 50 nodes and flat space of size 670 * 670 m.The total number of nodes was adjusted to 100 and 150 to evaluate the performance of the proposed scheme. Both the 802.11 MAC and physical layers are included in the wireless extension in Fig-1 : Algorithm of the proposed scheme NS 2.34.UDP with a constant bit rate was implemented with a packet size of 512 B.
PERFORMANCE EVALUATION
The detailed simulation result are provided in Table 1 ,  Table 2 , Fig 1 and Fig 2. 1. Scenario 1: In this scenario EAACK scheme was not capable of detecting malicious node before starting the communication through this node. The nodes were detected misbehaving by the EAACK scheme only after a delay. Thus the nodes could attack the network during this delay. But the proposed scheme was capable of detecting the malicious node before the node starts attacking the network. This is due to the security checking done during the route discovery process. 
Scenario 2:
In this scenario the performance comparison of the proposed and EAACK scheme was done. The proposed scheme was capable to offer an improvement in the packet delivery ratio than the EAACK scheme. This was possible because the proposed scheme only transmits the data packets only through the nodes that are trustworthy. The packet delivery ratio values obtained are shown in Table 1 .
The proposed scheme encounters a very low end to end delay. Since the security checkings are done before the data transmission ,the packets are being transmitted at a very fast rate thus delay encountered in packet transmission is lowered. The comparision of the two schemes based on end to end delay metric is shown in Table 2 .The proposed scheme encounters more routing overhead than the EAACK scheme since more security checkings are done during the route discovery process before selecting a particular path for data transmission. The comparision between the 2 schemes are shown in Fig 3 and 
CONCLUSION
Due to extensive application in military, crisis management and in business environment, MANET have been an active field of research field over past few decades. The performance of this network to a great extend depends on the cooperation of all its member nodes. This property makes the network vulnerable to intrusions. In this paper an efficient intrusion detection scheme is proposed which offers anonymity to the nodes involved in the communication. The proposed scheme was capable of detecting the malicious nodes. It also improves the packet delivery ratio and significantly lowers the end to end delay. But this scheme encounters a high routing overhead. Hence we plan to focus the future research on issues such as adopting an efficient technique to reduce the routing overhead.Also testing of the proposed system in real-time environment is another area for future research. 
